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Introduc)on and Overview of DeFi



What Is Finance?

§ Finance is the process that involves the crea0on, management, and 
investment of money and financial assets

§ Financial assets/financial instruments:
§ a non-physical asset whose value is derived from a contractual 

claim
§ Bank deposits, stocks, bonds, loans, deriva0ves

§ Financial services
§ banking, lending/borrowing, securi0es, insurance, trusts, funds 

§ Financial markets: marketplace for trading financial assets



Traditional Finance (CeFi)
(Centralized) financial institutions provide financial services
§ Banks, securities/insurance/trust investment/fund management 

companies, etc. (title 31 of the United States Code)
§ Hold custodies of customers’ funds/assets

§ Can freeze accounts

§ Serves as intermediaries for transactions
§ Can censor transactions
§ Take fees (rent seeking)

§ Adhere to strict on-boarding & continuous compliance rules (regulation)
§ KYC (know your customer)
§ AML (anti-money laundering)
§ CFT (combat the financing of terrorism)

§ Customer has no privacy to service provider
§ Service provider knows real identity and full account/transaction information of 

customer

§ Opaque, siloed databases and applications 
§ Need to be trusted to operate correctly and securely 



Bitcoin: Birth of (Public) Blockchain



Ethereum: Birth of Smart Contract Platform

Self-custody 
of money

Programmable money 
& financial asset



What is Decentralized Finance (DeFi)?

§ Financial infrastructure as 
an open, permissionless, 
and highly interoperable 
protocol stack built on 
public smart contract 
pla8orms

Image credit: Consensys Codefi



What is Decentralized Finance?

• Custody & settlement

• Transaction execution

• Protocol governance



Why DeFi?

https://defi-learning.org



CeFi vs. DeFi
Traditional finance (CeFi)
§ Permissioned

§ Closed-source system, built on top of  
centralized databases

§ Needs approval & agreement for third-party 
to use & build on

§ Custodial
§ Assets are custodied by licensed third-parties

§ Centralized trust & governance
§ Single entity responsible for upgrade 

decisions & admin privileges

§ Real identity 
§ Users register with real identity, e.g., for 

KYC/AML compliance

Decentralized finance (DeFi)
§ Permissionless

§ Open-source system; built on top of 
permissionless blockchains

§ Anyone can use/ interoperate or build on top 
without third-party approval & agreeement

§ Non-custodial
§ Assets are not custodied by a single third-party

§ Decentralized trust & governance; Trustless
§ No single en0ty responsible for upgrade 

decisions & admin privileges

§ Pseudonymous; privacy 
§ Users usually do not provide real iden00es



DeFi Advantages
§ Efficiency

§ Removing rent-seeking intermediaries
§ Open finance and universal accessibility

§ Inclusive
§ Transparency and public verifiability

§ Anyone can inspect the smart contract code and verify the 
execution and state of the system

§ Self custody and censorship resistant 
§ Automation & programmability  
§ Composability and interoperability
§ Innovation

§ DeFi applications often are much simpler and faster to 
develop than CeFi counterparts
§ E.g., Uniswap vs. CEX 

§ Atomic composability
§ E.g., Flash loan



Fast Growth



Fast Growth

source

https://dune.xyz/rchen8/defi-users-over-time


How? DeFi Stack

https://defi-learning.org



DeFi Stack

§ DeFi is enabled by a decentralized smart contract platform
§ Roles

§ User
§ Protocol (smart

contract)
§ Governance 

source

https://files.stlouisfed.org/files/htdocs/publications/review/2021/04/15/decentralized-finance-on-blockchain-and-smart-contract-based-financial-markets.pdf


DeFi Stack
§ Roles

§ User
§ Protocol
§ Keeper
§ Oracle
§ Bridge



High-Level Service Architecture of CeFi, DeFi



DeFi Services and Innova8ons

https://defi-learning.org





DeFi Building Blocks and Services (I): 
Asset Tokenization



Asset Tokenization

§ Tokenization: process of adding new assets to a blockchain
§ Token: the blockchain representation of the asset
§ Make assets more accessible, easy to transfer, programmable
§ Governance token, security tokens (tokenized real estate), Non-

fungible token (NFT), stablecoin



NFT

“Everydays — The First 5000 Days” 
by Beeple, sold for $69.3M, 03/11/2021

Cryptokitties
Fall 2017



Stablecoin

§ Offchain (centralized) collateral 
[fiat, precious metal]

§ Onchain (decentralized) collateral 
[crypto assets]

§ Algorithmic (non-collateral) stable 
coin 

source

Aug 2021

https://ethereum.org/en/stablecoins/


Stablecoin (In-)stability
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DeFi Building Blocks and Services (II): 
Decentralized Exchange



DEX vs. CEX

§ Centralized exchange (CEX)
§ Custodial

§ aPacks on CEX
§ Mt. GOX (2014): over 800,000 bitcoins stolen (over $450M at the 0me, over $30B currently)
§ 2019: over 12 CEXes adacked, $300M crypto stolen

§ Rogue CEX

§ Non-transparency 

§ Decentralized exchange (DEX)
§ Non-custodial
§ Transparency



DEX vs. CEX

§ CEX:
§ Order book

§ DEX:



DEX vs. CEX



DeFi Building Blocks and Services (III): 
Decentralized Lending



Decentralized Lending

§ Lending in CeFi:
§ Processing default is expensive; under-collaterization
§ Credit-worthiness 

§ Collateralized loans in DeFi
§ Over collateralization; not based on credit

§ Collateralized debt positions: creating new tokens using collateral 
§ E.g., MakerDAO

§ Collateralized debt markets:
§ Pooled collateralized debt markets: e.g., Compound, Aave
§ P2P collateralized debt markets

§ Under collateralization



Flash Loans

§ Blockchains enable atomic transacKons
§ The ac8ons within a transac8on are executed 

en)rely in sequence, or fail collec)vely

§ Pools lend assets within one transacKon
§ Under the condi8on that the assets

§ are paid back by the end of the transac0on
§ plus interests on the lent amounts

§ Can grow to Billions of USD
§ without upfront costs (only transac0on fees)

§ Does not exist in CeFi!



Flash Loans



Flash Loan Example

1.	Flash	Loan	 M	USDC

4.	Repay	 M	USDC

2.	Exchange	 M	USDC
for	 M	DAI

	at	price	 	USDC/DAI		

3.	Exchange	 M	DAI
for	 M	USDC

	at	price	 	USDC/DAI		

dYdX arbitrageur

Curve
Y

Curve
sUSDProfit:	 k	USDC



Other DeFi Building Blocks and Services

§ Decentralized derivaKves
§ Asset-based deriva8ves: e.g., Synthe8x, Mirror
§ Event-based deriva8ves: e.g., Augur 

§ On-chain asset management
§ Non-custodial, different from tradi8onal asset management
§ Semi-automa8c rebalancing of porXolio, trend trading
§ E.g., Yearn, Set protocol

§ Decentralized insurance



Risks in DeFi

https://defi-learning.org



DeFi Security



DeFi Security - Issues on all Layers
§ Network aNacks

§ Eclipse/Dos aPacks

§ Consensus aNacks
§ 51% aPacks/Double-spending/Selfish mining

§ Smart Contract code bugs
§ Reentracy/Authoriza8on/etc

§ DeFi Protocol Composability aNacks
§ Excessive arbitrage between pools, flash loans
§ Oracle aPacks

§ Bridge aNacks
§ Governance aNacks

DeFi attacks stole over $1B in 2021



DeFi Security

§ Technical structure security
§ Risk-free profit by exploiKng technical structure of blockchain systems

§ Economic incenKve security
§ Exploit the incenKve structure of the protocol to realize unintended 

profit at the expense of the protocol or its users



Front-running Attacks

1. Adversary (A) observes a transacKon 
T on the blockchain P2P network

2. A creates a transacKon T2 that pays 
a higher transacKon fee (gas)

3. Miners mine transacKons based on 
their paid fee, execute T2 before T

4. Same technique can be used to back-
run a transacKon
à Sandwich aPacks 🥪

Miner Extractable Value (MEV)



DeFi Dependencies & Systemic Risks

§ MulKple significant price declines in cryptocurrencies
§ -30% on the 12th of March 2020
§ -40% on the 19th of May 2021

§ Causing ripple effects
§ Liquida8on
§ De-leveraging

§ Stock markets have circuit breakers to stop losses
§ TransacKon fees on blockchains spiked, a regular coin 

transfer costed over 100 USD



DeFi Privacy



Privacy in DeFi

§ Blockchains with DeFi are mostly 
pseudonymous, not anonymous.

§ Balances, transacKons, Kmestamps, 
amounts are all public.

§ See the many super-wealthy DeFi accounts 
for yourself.. 🕵



(Non-existent) Privacy in DeFi

Yes, 4B USD, and 
+300k USD/24h

2.9B on Ethereum, 
1.1B on BSC

Full breakdown of 
how many assets in 

which token and 
DeFi platform.

Transaction history



Open Research Challenges

https://defi-learning.org



Open Research Challenges
§ Scalability
§ Universal accessibility; usability
§ Privacy (privacy with compliance)
§ Security

§ Oracle
§ Program/protocol analysis and verifica0on

§ Protocol security
§ Smart contract security

§ Composability risks/systemic risks
§ Incen0ve design
§ Miner extractable value
§ Governance

§ Legal framework



Interdisciplinary Research

§ Explore open questions in DeFi
§ For each financial function, investigating CeFi & DeFi options: 

Is either one of these optimal? We will evaluate both through the lens 
of CS and finance. Is the application computable (efficiency, decidable), 
programmable (automatic)? Is the application welfare-enhancing and 
stable (not a source of systemic risk). How do the new and old systems 
interact?

§ Intersection of Finance & Computer Science
§ Investigate through both lenses 

§ New questions and challenges in regulation and legal frameworks



Course Syllabus



NFT for Course Completion

§ Everyone who finishes the course will get an NFT for course 
completion
§ More info to follow
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